Acceptable Use Policy

1. Introduction

This policy updates the previous school AUP policies and it was drafted by staff, in consultation parents and BOM. The
provision of digital technology (formerly known as ICT) resources, and access to the Internet, supports teaching and
learning in St. Mary’s N.S. with rights and responsibilities for all users is envisaged that the staff, parents and Board of
Management will review this AUP on a regular basis in response to emerging technologies and issues arising.

General Broadband Internet access is available to all the pupils in St. Mary’s N.S. All teachers have access to a laptop
and interactive whiteboard. We also have a bank of school devices that are available to be used for educational
purposes.

2. Rationale

The rationale of this policy is to give guidance and direction for the acceptable use of ICT for teaching and learning and
communication as appropriate for all members of the school community in a safe and effective manner. Internet use
and access is considered a school resource and privilege. If the school AUP is not adhered to, this privilege will be
withdrawn and appropriate sanctions will be imposed.

It is important to note that the school’s Anti-Bullying Policy and Mobile Phones /Electronic Devices Policy should be
read in conjunction with this Policy.

3. Aim
The aim of the Acceptable Use Policy (“AUP”) is to ensure that pupils benefit from the learning opportunities offered
by internet access and digital technologies available as a teaching and learning resource in a safe and positive manner.
This policy also aims:
e To establish minimum standards for the school’s administration and monitoring of, the schools devices,
equipment and networks.
e To ensure that all relevant parties know of these standards
e To respect the use of all school ICT equipment and use it responsibly in accordance with school policy.
e Toensure all users of digital technologies are treated with respect at all times and respect the right to privacy
of all members of the school community.
e To respect copyright and acknowledge creators when using online content and resources.
e To discourage the misuse of ICT resources in a manner that would bring the school into disrepute.

4. Responsibilities of staff
St. Marys’ computers and networks are to be used in a responsible, ethical and legal manner. Management reserves
the right to monitor this usage.
Teachers, Special Needs Assistants and all other adults within the school community are expected
e to abide by the terms of this Acceptable Use Policy (AUP)
e Supervise pupil use of ICT at all times.
e Model and provide instruction in the ethical and appropriate use of technology in a school setting.
e Maintain a curricular focus.
e Ensure equipment is stored securely and appropriately after use and returned to its designated location
e Share information with pupils about ethical behaviour, fair use and copyright when publishing work online



Read and adhere to the rules set out in the Use of Digital Teaching Technologies in School section of this
document

Pupils will be taught specific lessons on online safety by teachers

5. Responsibilities of Pupils
Pupils will

observe good ‘netiquette’ (i.e. etiquette on the Internet) at all times and will not undertake any action that
may bring the school into disrepute.

will use appropriate care and follow rules when working with school devices.

be aware that placing a once-off, offensive or hurtful internet message, image or statement on a social
network site or other public forum where that message, image or statement can be viewed and/or repeated
by other people will be regarded as bullying behaviour.

use the digital technologies available in school for educational purposes only.

Downloading materials or images not relevant to their studies, is in direct breach of the school’s acceptable
use policy

be made aware of the concept of copyright and plagiarism, and endeavour to avoid claiming the work of others
as their own

Pupils will not

knowingly attempt to visit Internet sites on school Devices that contain obscene, illegal, hateful or otherwise
objectionable materials and the school will not be responsible for any attempts taken in this regard. In the
event of accidentally accessing any of the above sites, the pupil will be expected to alert and report the
incident to a teacher

use their own technology in school, leave a mobile phone turned on or using it in class, send nuisance text
messages, or the unauthorized taking of images with a mobile phone camera, still or moving. This is in direct
breach of the school’s acceptable use policy. (See Electronic Devices Policy)

disclose or publicise personal or confidential information to others online. Examples of this are, but not limited
to, their own or peers’ home addresses, telephone numbers, email addresses, online profile information or
name and location of their school.

examine, change or use another person’s files, username or passwords.

reveal their own or other people’s personal details, such as addresses or telephone numbers or pictures.

Pupils will be made aware of the concept of copyright and plagiarism, and endeavour to avoid claiming the work
of others as their own.

6. Responsibilities of Parents/Guardians

Parents/Guardians must not use social media or the internet in any way to harass, insult, abuse or defame
pupils, their family members, staff, and other members of the school community. -

Parents/Guardians or other visitors to the school should not upload images or videos featuring pupils or staff
of St. Mary’s to any social media platform. This includes images from in- school concerts, sports day events
etc.

Parents/Guardians must not engage in activities involving social media or any form of communications
technology, which could bring St. Mary’s N.S. into disrepute. -

Parents/Guardians should ensure that their children adhere to the minimum age requirements for the use of
messaging services and social networks. Many social media sites have minimum age requirements. While the
school will not monitor this, we would advise parents to not allow their children to have personal accounts on
Facebook, Twitter, etc. until they are the appropriate age -

Parents/Guardians are expected to take responsibility for their child’s use of ICT and electronic devices
(including mobile phones) and should monitor their childs online behaviour outside of school. School
authorities cannot be responsible for pupil online behaviour that arises outside of the school environment.
Parents/guardians will be advised to report inappropriate online incidents to the Gardai.

Parents should be aware that placing a once-off, offensive or hurtful internet message, image or statement
on a social network site or other public forum where that message, image or statement can be viewed and/or
repeated by other people will be regarded as bullying behaviour.

The internet will be used to enhance learning and will be used for educational purposes.

Avoid any conversations about children, staff or parents/guardians on social media and messaging (Whatsapp,
Messenger etc.) accounts.



7. Use of Digital Teaching Technologies in School

7.1 Purposes of teaching laptops and ipads:

Teaching laptops are primarily to accompany the in-class interactive projector systems and for planning and
administration purposes via access to Aladdin.

The school uses the Aladdin Schools software service www.aladdin.ie for administrative purposes. The Aladdin
Connect portal is part of this and gives secure access to messages from the school and to details of a child’s
attendance, test results, reports cards etc. Teachers can use the noticeboard to communicate with parents.
iPads are primarily for use to support children’s learning and should be used with teachers/SNAs for
educational purposes only

Teaching laptops and ipads may also be used to gather and share resources for use in the classroom

School Ipads should not, at any time, be removed from the school without express permission

Pertaining to data protection, confidential information should not be stored on the teaching laptop

Printing from the teaching laptops and iPads is permitted.

When printing using the school printer, users should be mindful of the volume of printing.

There is restricted access to colour printing/photocopying.

Specified codes are assigned to all teachers to log all printing

7.2 Physical storage and use of teaching laptops

Persons who are assigned teaching laptops are responsible for ensuring its protection, including the securing
of same overnight and during school holidays

If transporting a teaching laptop, it should be stored in the boot of the vehicle, out of sight of any third party
To reduce the risk of damage to laptops they should be operated from a stable surface and should only be
moved about when absolutely necessary, away from food or drink

Insofar as is possible, teaching laptops should be switched off when being moved to reduce the risk of damage
to the hard disc.

Teaching laptops should be shut down completely when a user is finished and allowed to update when
necessary.

7.3 Upkeep of teaching laptops:

e It is the responsibility of all teachers who are assigned a teaching laptop to ensure anti-virus software i
up-to-date.

e Users should not interfere with device management or security system software, including, but not limitec
to, antivirus

e All teaching laptops should be password-protected. All passwords to be made available to the schoo
office.
The teaching laptops should not be used for personal use.
The downloading of personal programs is strictly prohibited on teaching laptops
No personal or sensitive information relating to the teacher or other third parties should be stored o
these laptops
Teaching laptops should not be used by third parties e.g. family members, friends
Teachers are asked to check their email account and Aladdin account each day.

8. School Strategies
St Mary’s N.S. will employ a number of strategies in order to maximise learning opportunities and minimise risk
associated with the Internet. These strategies include, but are not limited to the following:

A central filtering system is used on all school Devices through the School Broadband Programme to minimis
the risk of exposure to inappropriate material and to block unsuitable sites.

Virus protection software is used on school Devices and updated regularly.

The School search engine has a built-in ‘safe search’ feature.

The ‘safe search’ feature will be enabled on all search engines on school Devices.

Staff, pupils and parents/guardians will be informed of webinars and other information relevant to Interne
Safety.



e Online safety will be promoted routinely through Stay safe and other school-approved SPHE programmes,
parent-teacher meetings, staff conferences, during class lessons and Internet Safety Awareness days.

e Uploading and downloading of non-approved software on school Devices will not be permitted.

e Ateacher/SNA will supervise Internet use on school devices.

9. Remote Learning

In circumstances where teaching cannot be conducted on the school premises, teachers may use Zoom, Aladdin or
other platforms approved by the Principal as platforms to assist with remote teaching where necessary.

The school has signed up to the terms of service of the Online Platforms in use by the school. The School has enabled
the most up to date security and privacy features which these Online Platforms provide.

Parents/Guardians must also agree to monitor their child’s participation in any such communications conducted on
the Online Platforms.

Parents/Guardians must agree to ensure their child’s behaviour adheres to the St. Mary’s NS Anti-Bullying Policy,
Positive Behaviour Plan, Code of Behaviour, Acceptable Use of Technology, Communications Policy and other relevant
policies.

Parents/Guardians, children and staff must not use devices to record and/or alter in any way audio, image or video —
live or pre-recorded - unless specifically permitted by the school.

Parents/Guardians, children and staff must also be vigilant in terms of child protection with regards to recording
children online.

Parents/Guardians, children and staff must ensure that they never share any media of children in school online,
including their own social media profiles unless expressly permitted by the school and anyone appearing in the media.
Emails /communications sent by and to staff members should be respectful in tone. A staff member is entitled not to
respond to an email that they, themselves, deem to be disrespectful in tone. It is recommended that a staff member
who receives a communication like this makes contact with the principal and agrees a suitable means of
communication with sender.

Excessive contact from an individual, staff to parent, parent to staff, staff to staff is unacceptable. Parents and staff
have the right to ask for less communication.
Any form of email or online communication that falls under the definition of harassment will be treated in the same
manner as any other form of harassment.

9.1 Guidelines for Good Online Communication in St. Mary’s N.S.

o Under no circumstances can pictures or recordings be taken of video calls.

o Staff, families and students are expected to behave in an appropriate, safe, respectful and kind
manner online.

o Itis the duty of parents/guardians to supervise children while they are working online and to ensure
any content which they are submitting to their teacher is appropriate.

o Staff members can communicate with pupils and their families via Aladdin.

o Any electronic forms of communication will be for educational purposes and to allow for
communication with families.

o Parental permission will be acquired before setting up a profile for a pupil on a communication forum.

o Forvideo/Zoom calls, parental permission is implied, as the link to a video call will be communicated
via the parent/guardian’s email address. Essentially, by virtue of the pupil logging on to the call,
permission is assumed.

o For security reasons, passwords will be provided to families, where applicable.

o St. Mary’s NS cannot accept responsibility for the security of online platforms, in the event that they
are hacked.

o Text messages are not to be used as a means of communication between staff and parents.

9.2 Guidelines for staff members using online communication methods:
o Under no circumstances can pictures or recordings be taken of video calls.
o Staff members will communicate with pupils and families during the hours of 8.30am - 4pm, where
possible. Homework may be corrected at the teacher’s discretion.
o Staff will set work daily and correct work in a timely manner. A comment on same is required 2/3
times a week.



o Staff will make contact with their pupils on zoom, either live or pre-recorded lessons 2/3 times a week
and a minimum of one live zoom call. Teachers should invite SNAs/SETs to support live zoom calls.

o Staff members will have high expectations regarding pupil behaviour, during any communication
which takes place online.

o Staff members will seek to become familiar with apps before using them with pupils.

o Staff will check that consent has been given, before setting up a pupil profile for an online app.

o Staff members will report any concerns regarding online behaviour or interactions to school
management.

o Staff are encouraged to generate a new meeting ID and password for each Zoom meeting being held.

o Staff members will notify parents/guardians of the date, time and password for a video call via email
or on Aladdin.

o Staff members will only admit participants to video conferences, if they recognise the email
address/username as being connected to a pupil.

9.3 Rules for pupils using online communication methods:
For submitting learning:

o Submit work and pictures that are appropriate - have an adult take a look at your work before you
send it.
o Use kind and friendly words.

For video calls/Zoom:

o Pictures or recordings of the video call are not allowed.
Remember our school rules - they are still in place, even online.
Set up your device in a quiet space, with no distractions in the background.
Join the video with your microphone muted.
Raise your hand before speaking, just like you would do in class.
If you have the chance to talk, speak in your normal voice, using kind and friendly words.
Show respect by listening to others while they are speaking.
Ensure that you are dressed appropriately for the video call.
Be on time - set a reminder if it helps.
Enjoy! Don’t forget to wave hello to everyone when you join!
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9.4 Guidelines for parents and guardians:
For learning
It is the responsibility of parents and guardians to ensure that pupils are supervised while they work online.

o - Check over the work which pupils send to their teacher, ensuring it is appropriate.
o - Continue to revise online safety measures with pupils.

For video calls/Zoom
o Under no circumstances can pictures or recordings be taken of video calls.

o
(0]

Ensure that the school has the correct email address for inviting you to join apps and meetings.

The main purpose of a video call is to maintain a social connection between the school staff and pupils at
this difficult time. Encourage pupils to listen and enjoy the experience.

Be aware that when participating in group video calls, you can be seen and heard unless you are muted or
have disabled your camera.

You will automatically enter a waiting room when the code for a Zoom call has been entered. Please note
that school staff will only accept users into video call if you can be identified by the display name on your
zoom account.

Please ensure that your child is on time for a scheduled video, or they may be locked out. Please request
to join the Zoom call approximately five minutes before the scheduled start time. This will give school staff
time to verify your email address.

Make sure to familiarise your child with the software in advance. For video in particular, show them how
to mute/unmute and turn the camera on/off.

Participants in the call should be dressed appropriately.

An appropriate background/room should be chosen for the video call



10. School Website

e The school’s website address is https://stmarysnscarrigaline.ie/

e Personal information relating to the pupil including their full name, home address and contact details will not
be included on the school’s website and/or affiliated without parent/guardian permission.

e Digital photographs and audio or video clips of individual pupils will not be published on the school website
and/or affiliated pages, without prior parental/guardian permission.

e Photos/Videos may be used for the purposes of specific school events for example School Tours, Sports Day
and other such events. These photos/videos and the photos/videos on our website/App should not be copied
or posted to any social media or other website or published in any way.

e The Principal will review the content of the website regularly. The Principal and the Board welcome any
suggestions about how the content may be improved.

e If any parent or guardian has any concern about the appropriateness of the content of the website or social
media sites, then the Board asks that the matter be brought to the attention of the Principal as a matter of
urgency.

e This Policy should be read in conjunction with our Data Protection Policy.

11. Legislation and Regulation
Legislation Management, staff, and parents should familiarise themselves with following legislation relating to use of
the Internet:
Data Protection Act 2018 http://www.irishstatutebook.ie/eli/2018/act/7/enacted/en/html
Data Protection (Amendment) Act 2003 http://www.irishstatutebook.ie/2003/en/act/pub/0006/index‘html
Child Trafficking and Pornography Act 1998 http://www.irishstatutebook.ie/ 1998/en/act/pub/0022/index.html
Interception Act 1993 http://www.irishstatutebook.ie/1993/en/act/pub/0010/index.html
Video Recordings Act 1989 http://www.irishstatutebook.ie/1989/en/act/pub/0022/index.html
The Data Protection Act 1988 http://www.irishstatutebook.ie/1988/en/act/pub/OOZS/index.html
Anti-Bullying Guidelines for Primary Schools 2013

12. Support structures and Education
St Mary's endeavours to have support structures in place to ensure the appropriate use of electronic devices in school
and to ensure staff, parents/guardians and pupils also feel supported in this manner.
The following are some useful websites. Please note that these links are intended as assistance and St. Mary’s NS does
not accept responsibility or endorse any of the websites listed nor the information that is contained within them.
o Stay Safe Programme: https://www.staysafe.ie/teachers dlssp.htm
WebWise: https://www.webwise.ie/
Make IT Secure: www.makelTsecure.org
Safer Internet: www.Saferinternetday.org
CEOP Education: www.thinkuknow.co.uk
Childnet: www.childnet.com
Cyber Safe Kids: www.cybersafekids.ie
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13.Sanctions
Consistent with national laws, the Board of Management reserves the right to monitor the use of its information and
technology resources and to take appropriate disciplinary actions, or denying future access privileges in cases of
misuse.
Pupil use of the school’s information and technology resources constitutes consent to such monitoring. All such
monitoring will be conducted in accordance with law including, where applicable, the EU’ General Data Protection
Regulation (“GDPR”)
Misuse of the Internet or.any activity which is in contravention with this Policy, may result in disciplinary action,
including written warnings, withdrawal of access privileges, and, where appropriate, suspension or expulsion in line
with the Code of Behaviour.
The school also reserves the right to report any illegal activities to the appropriate authorities.
Access to the Internet will be withdrawn from pupils who fail to maintain acceptable standards of use.



Implementation/Ratification and Review

This policy was adopted by the Board of Management on iI0_"©&é- 202k
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Chairperson of BOM Principal

This policy will be reviewed by the Board of Management periodically.



